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Failed Tests Summary

Rule Name Severity Tested Relevant E:;pllan:

Ensure the default security group of every VPC restricts Lok 28 24 24

all traffic E ”ﬁ m
Ensure MFA Delete is enable on 53 buckets lf*-h. ’

Ensure AWS Config Is enabled in all regions ?J':_‘;rlr _J':
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Ensure rotation for customer created CMKs is enabled FEICEGT A bl 2 W High
Ensure CloudTrail logs are encrypted at rest using KM5 MBI EMETD
CMKs

Ensure credentials (with first activated acccessKey)
unused for 90 days or greater are disabled

Ensure VPC flow logging is enabled in all VPCs H High

Ensure IAM Instance roles are used for AWS resource
access from Instances

Ensure first access key Is rotated every 90 days or less £ High
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